
NAFN Alerts are written solely to provide members and selected third parties with information on current issues. NAFN makes no 
representation that the contents of any alerts are accurate, or that legal or other guidance contained in the alert is correct. Businesses 
named in the alerts should not be blacklisted as a result. Members should seek their own legal, or other advice, as appropriate in relation 
to any matters contained in a alert and NAFN accepts no responsibility in the event that any person incurs claims, or liabilities, or sustains 
loss, or damage as a result of their having relied on anything contained in a alert. 

 

Intelligence Alert 
 

GPMS:  OFFICIAL √   OFFICIAL-SENSITIVE  
 

COVID-19 Grant Phishing E-mail 
 
A NAFN Member organisation has received notification from a local business, advising of a 
suspicious email requesting re-submission of application details in order to receive the COVID-
19 Retail, Hospitality and Leisure grant.  The e-mail purports to be from the ‘Director of Finance 
(Section 151 Officer)’; however the individual stated holds the post at a different authority and 
had no knowledge of the correspondence or the fraudsters attempt to use their details to 
legitimise a scam email in another area.      
 
A copy of the e-mail is below and whilst it superficially appears legitimate, it is a scam designed 
to acquire the details of eligible grant recipients. We recommend members raise awareness 
in their organisations and business communities, as additional areas may be affected.  
 

 
 

The member organisation confirms the e-mail has been reported to Action Fraud and the 
Suspicious E-mail Reporting Service; launched recently to capture COVID-19 related scams.  
An alert has also been placed on their website to ensure local businesses are made aware.   
 
If you would like to report any instances of the above information being used in similar fraud 
attempts please email them to intel@nafn.gov.uk and the details will be forwarded to the relevant 
teams. 
 

Alerts provides information about fraud, risks and trends which may affect members; your contributions 
are vital – please email them to NAFN. Where appropriate please include handling restrictions. 
 

Evaluation 
Source Evaluation 1 Reliable 
Intelligence Evaluation A Known directly 
Handling Code P Lawful sharing permitted. 

 

 

Handling Conditions Can be circulated outside of the member organisation. 

 

National Intelligence 
Model Level 

 2:  Cross border 
More than 1 LA member affected   

From: C19 Business Grants V2 
<hm-grant@mercat0r.com> 
Date: Friday, 24 April 2020 at 
07:10 
To: <info@sme-ltd.co.uk> 
Subject: Approved Government 
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